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SOGENY SQUARES
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Yag 0 ba = Ypao P

ker(Yag) = pa(ker(¢g))
ker(¥ga) = dr(ker(¢a))

ker(¢a) Nker(¢s) = {O}
gcd(A, B) =1
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SIDH & MSIDH
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Public Images: ¢pa(Pg), pa(Q5s)
Eo[B] = (Ps, Qs)

Kani attacks exploit this
extra torsion information.

o
LCOLOK

Public: [a]pa(Ps). [a]pa(Rs)
Hidden a € (Z/BZ)"
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ISOGENY HARDNESS ASSUMPTIONS

DSSP DLIT
B——E (B
P Q o(P) ¢(Q)

—(&)

. ~ Pe s Qs

ker =1G ker = ! ¢(G)
(B)—2—(®)
Distinguish Distinguish

- genuine pushforward square - torsion under a long isogeny
- random supersingular isogeny - random torsion (wt pairing)
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CONSTRUCTION I: THE WINDMILL
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STATEMENT

Po QO (2. @) = (fo] #x(R). [619(Q0)), Pa C‘A

ba
>
known to prover

1

y Hidden
p to

| prover

1

1

N
PYBA

Compatibility condition
The pushforward of ¢4 along the
hidden B direction has codomain Eag
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LCOLO

Public curves: Eq, Ex, Eg, Eas

Public data: a basis

Eo[B] = (Po, Qo) masked images
Pa, QA on Ex.

Witness: a cyclic A-isogeny ¢4 a
scalar a € (Z/BZ)*

Goal: Prove that the square is
compatible without revealing
witnesses.
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AUXILIARY ISOGENIES

O ®
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Sample B-isogenies

Eo — ELO, Eo — ELI,

and Eg — EL2

Choose torsion basis:

Pick Eo[A] = (U, V)

Push through:

Push U, V through 9, o, ¥ .1, and
Y2

These transposed A-torsion
points will describe the
pushforward A-isogenies.



PUSH FORWARD

EIm €
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Kernel of the witness find
two integers e, f such
that ker ¢ = (el + V).
Compute pushforwards:
i : ELy,' — ER',' with
ker ¢; = (eU; + V)

Each branch is a shadow
of the original witness ¢4
These branches will later
be opened selectively to
the verifier.



TORSION POINTS & MASKING

U
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LCOLO

Sample B-torsion
find B-torsion basis
ELi[Bl = (PLi. Qi)
Dual

find two integers ¢;, d;
such that

. ker'EL\,f = <C,‘:DL,,' + d/QL,/'>
Map and mask
€@

) map across ¢; and mask
/ by B to obtain

Pri=[B]®i(PLi)

@Tw' Qr.i = Bl ¢i(QLi)

Compute v = a1
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COMMITMENT

E)—=—E)

d/L‘/ 'Yd"R‘/

_— B
apa or Yga

General data

basis of Eo[A]: U, V

mask relation -y
Left side data (Unmasked side.)

for each /, we commit to E.;, (Ui, Vi) and (PLi, Qvi).
Right side data (Masked side.)

for each i, we commit to Eg,;, and (Pr,i, Qr.i)-
Global scalars

e, f,andg.
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CHALLENGES - THE CASE 012

Verifier checks:
Reconstruct ker ¢; = (eU; + fV})

PLi [ Pr.i
Branch i open @—) . .
Qg Arisogeny - ®Qr Build the A-isogeny ¢, from E| ;
ALY Pr. QR = Check that the codomain is Eg
(B1#i(PLi). 1B] $i(Qr.i)

Verify (Pr.i, Qr.i) =
(18] ¢i(PLi). [B] 9:( QL))
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CHALLENGES - THE cASE 34

@——* . Prover reveals

YYro
b Describes wL, Vi
Do YYr1
EL',' Vi
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Basis for £, j[A], ELi[B] Vi
U, V basis for Ep[A]

Verifier checks
\wm Codomain of 9,  is E ;

@_, Torsion points images
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SECURITY PICTURE

Windmill-ZKP is correct.

Proposition 2

Given that the hash function used is computationally binding, Windmill-ZKP
is 5-sound.

Challenges 0, 1, 2 certify the A-branch.
Challenge 3 certify the left-dual data.
Challenge 4 certify the right-dual data.
Together they force a single consistent witness

Proposition 3

Given a statistically hiding hash function, Windmill-ZKP is computationally
zero-knowledge assuming DSSP is secure for d = Band N = A

1=
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CONSTRUCTION II: THE CUBE

\ w’bdﬂ




STATEMENT

da

0]
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Public curves: Ey, Ea, Eg, Eag

Public data: Pairwise coprime
A B, C.
Witness:

a cyclic A-isogeny ¢a

a cyclic B-isogeny ¢z

Idea

Hide the diamond behind a fresh
random C-isogeny (translate it
through ¢¢)



PUSHING THE DIAMOND

(=)
¢7’ N 1//A7'
©
(of} Yag

R /111/;36
Eag

Front face = secret diamond
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Sample random cyclic C-isogeny
dc %d dual-kernel coordinates
ker¢c = (Tc¢)

Transport the A-kernel and
B-kernel to E¢ to form ¥4 and
Pcs.

Transport the C-kernel through ¢a
and ¢g to form Yac and Y.
Complete the back square by
pushforward to Eagc.

Back face = randomized diamond



COMMITTMENT cald

U
W
A
I

Q.c " Qéxc
c
:‘:c ® _Sc Kace = Yac(da(Ks)) @ Péc
uc® @ °u
C o ® Uca
Ve Vea
Kac = ¢a(Kc
° Yac
da
Ka = eaRo + faSo @
O | K = eslo + Vo Yap
K5c=¢B(KC).@ Eag
Vea
YeC Yasc
[ a ° o
° Pac .RCBSCB PABC.
Qac Qasc

14 =
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CHALLENGES | - cast 0123 ol

A
I

Prover reveals the data describiry\one

of the dual isogenies ¢c, pac, psc or
& @ @AV dasc.

reveals E.c, the basis

E.c[C] = (Ps, Q.), the integers

€c, f(j.

¢s ‘WB Verifiers

/ checks committed hashes.
Vasc reconstructs the C-kernel from the

K’ ,'(ZBC
O
Vea committed coordinates.

check codomain.
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CHALLENGES

|| - CASE 45,67
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Prover reveals the data describing one
of the sogenies Yca, Yea, Yacs OF
Yeca-

opens domain and codomain.

opens basis for some of the A, B
and C torsion for both.

Verifiers
checks kernel coordinates.
checks torsion images.



SECURITY PICTURE

Proposition 1

Cube-ZKP is correct.

Proposition 2

Given that the hash function used is computationally binding, Cube-ZKP is
8-sound.

Soundness is equivalent to “the cube glues together”: the opened edges
force one front diamond.

Proposition 3

Given a statistically hiding hash function, Cube-ZKP is computationally zero-
knowledge assuming DSSP is secure for d = C and N = max{A, B}

17 =
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KANI VARIANT OF THE CUBE: kuae-z«p ool

Kube-ZKP collapses the four back-edge challenges of Cube-ZKP into a
single one.

U
W
A
T

& Ec X Eapc — Eac X Epc

=)
E)—)
058‘ ‘WAB
E)—

| Property [ Kube-ZKP | Kube-ZKP
Challenges 8 5
Back openings 4 edges 1 back square
Front openings 4 edges 4 edges
Transcript length Longer Shorter

18*
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CONSTRUCTION [1I: KANH
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Public curves: Ey, Ex, Eg, Eag

Witness: the kernel generators of
®, equivalently the original
commuting diamond

Idea:

prove the diamond by proving one
carefully structured 2-dimensional
isogeny.
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THE AUXILIARY DIAGONAL ISOGENY - THE PUSHFORWARD V;T\V

Sample cyclic M-isogenies pg and

® P1.
—_— . .
Form the diagonal isogeny

W = diag(po, 1) :

: 0 Push the kernel forward. Let
v < 3 ) V! (Ko, K1) C (Eo x Eag) [N] be

ker . Compute K/ = W(K;) These
generate ker(®').

_____ TR ) The pushforward gives ¢’ : and

the corresponding map WV,
completing the diagram.

Structural fact: Pushforward through a diagonal auxiliary map keeps the
non-diagonal structure and maximal isotropic nature visible to the verifier.

% 20 %
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COMMITTMENT

Sample a random basis of
(Fo, Fag)[M]: {Qu, Q1. @2, Q3}.

YaQi=To® | @Ti=Yp6Q Express the generators
T To, T1 € ker(W) in terms of the
eo oo eo e e chosen basis as
Qo Q1 Q2 Q3 Uo U Ux Uz

3 3
kernel coefficients torsion basis T = _
0= aiQi, Ti1= b Qj,
H(ro1, ci, Bi) H(ro2, Fo, Fag. Qi) ; e ; e
mapped points kernel of @’ Compute U; = V'(Q;) € A[M].
H(r12,.A, U,) H(I’Q,Ké,K{)

Commit to the data.
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CHALLENGES

chall = 0: reveal W

Describe the diagonal isogeny v

chall = 1: reveal W’

Describe the pushed map W’

(o a0 Ex)

o
LCOLOK

chall = 2: reveal ¢’

Describe @'

(A fEe)

What is revealed:
- Basis Q; = (Qi 0, Qi.AB)

- Coefficients a;, B;

Verifier checks:

- Recover Ty, T1

- Verify W has ker (Tg, T1)
that is max isotropic

- Verify codomain

D

What is revealed:
- Images U; = ®'(Q;) € A
- Coefficients a;, B;

Verifier checks:

- Compute Vo = > ;U

- Compute V4 = > BiU;

- Verify (V, V1) is max iso
- Verify codomain

Pairing test (non-diagonality check):

What is revealed:
- Kernel generators Kj, K}
- Source basis Q);
- Images U; = ¢'(Q;) € A
Verifier checks:
- Verify &(Q;) = U,
- Verify (K{, K) is max iso
- Verify non-diagonality
using the pairing test.

If K={((P1, P),(R1,R2)) C Fg X Fag is maximally isotropic, the associated
isogeny is diagonal iff ey(Py, Q1) = 1 (equivalently ey(Ps, Q2) = 1)

ZKP Isogeny Diamonds | FoCM - July 15, 2026



SECURITY PICTURE

KaniDiamond-ZKP is correct.

Proposition 2

Given that the hash function used is computationally binding, KaniDiamond-
ZKP is 3-sound.

Zero Knowledge

Challenge 0 is easy to simulate: sample random pg, p; and construct
W honestly.

Challenge 1 requires simulating W',
Challenge 2 requires simulating ¢’.

ker(®) = {(0o([A]P). p1 0 Yas © da(P))| P € Eo[N]}

23
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