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ELLIPTIC CURVES AND ISOGENIES

An elliptic curve over a field k (char # 2, 3):

E:y?>=x3+Ax+ B, A =4A% 4+ 27B% £0.

Isogeny: non-constant algebraic group morphism ¢ : E; — E>.
Kernel-theorem: if gcd(deg ¢, char(k)) = 1, then ¢ is uniquely determined
by finite subgroup ker .

Dual isogeny and degree multiplication formula: @ o ¢ = [deg ¢].
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ISOGENY GRAPHS

Definition
Given an elliptic curve E over k, and a finite set of primes S, we can associate
an isogeny graph Gs(E)

whose vertices are elliptic curves isogenous to E over k, and

whose edges are isogenies of degree £ € S.
If S = {£}, then we write Gy(E), the £-isogeny graph.

The vertices are defi_ned up to k-isomorphism and the edges from a given vertex
are defined up to a k-isomorphism of the codomain.

The £-isogeny graph of E is (¢ + 1)-regular (as a directed multigraph).
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ORDINARY ISOGENY GRAPHS: VOLCANOES ol

Let End(E) = O C K, an imaginary quadratic field. The class group CI(O) acts
faithfully and transitively on the set of elliptic curves with endomorphism ring O:

E — E/E]d] Ela]={P € E|a(P)=0Va € a}

Thus, the CM isogeny graphs can be modelled by an equivalent category of
fractional ideals of K.

End(E)
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SUPERSINGULAR ISOGENY CRAPHS ol

The supersingular isogeny graphs are remarkable because the vertex sets are
finite : there are (p + 1)/12 + €, curves. Moreover

every supersingular elliptic curve can be defined over F e;
all Z-isogenies are defined over I »;
every endomorphism of E is defined over [F ..

The lack of a commutative group acting on the set of supersingular elliptic
curves/F . makes the isogeny graph more complicated.
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ORDINARY PROTOCOL - COUVEIGNES & ROSTOVTSEV-STOLBUNOV, 2006 ol

Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, ..., £} such that (%) = 1.

L={l b5}
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curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, ..., £} such that (%) =1.
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, ..., £} such that (%) =1.
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HASH FUNCTION - CHARLES, GOREN, LAUTER, 2006
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HASH FUNCTION - CHARLES, GOREN, LAUTER, 2006

H(m)
]
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SIDH - L. DE FEO 6 D. JAO, 201 LCoL0

Supersingular isogeny Diffie-Hellman

Fix two small primes £4 and ¢g;

=

Choose a prime p such that p + 1 = Zi\e‘éf for a small correction term f;
2

Pick a supersingular elliptic curve E/Fj: E (Fj2) =~ (ﬁ)

Alice consider E [€3] = (Pa, Qa) while Bob takes E [¢4] = (Pg, Qg).

Secret Data: R4 = maPa + naQa and Rg = mgPg + ngQRg.

Private Key: isogenies ¢ : E — Ex = E/(R4) and
(1)5 E— EB = E/<RB>

Shared Data: Ex, pa(Pg), ¢a(Qg) and Eg, ¢s(Pa), ¢s(Qa).
Shared Key: £/(Ra, Rg) = Eg/{(¢s8(Ra)) = Ea/(®a(Rg)).
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CSIDH - CASTRYCK, LANGE, MARTINDALE, PANNY & RENES, 2018 ok
It is an adaptation of the CouveignesaRostovtsevaStolbunov scheme to
supersingular elliptic curves.

Commutative Supersingular isogeny Diffie-Hellman

Fixaprime p=4-4;-...-4; — 1 for small distinct odd primes ;.

The elliptic curve £y : y? = x* + x/F, is supersingular and its

endomorphism ring over F,, is O = Z [r] (commutative).

A supersingular Montgomery curve E, : y? = x> + Ax? + x/IF, appear in

the CZ(O)-orbit of E.

Private Key: it is an n-tuple of integers (ey, . .., er) sampled in a range
-m,..., m} representing an ideal class [a] = [If* - ... - [§*] € &(O)

where [; = (¢;, m — 1).

Public Key: The Montgomery coefficients A of the elliptic curve

Ea=la]- Eo:y?=x3+Ax>+x.

Shared Key: [f Alice and Bob have private key (a, A) and (b, B) then

they can compute the shared key Eag = [a] [b] - Eo = [0] [a] - Eo.
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ORIENTATIONS

Let O be an order in an imaginary quadratic field K.
An O-orientation on a supersingular elliptic curve E is an embedding

L: O < End(E).
A K-orientation is an embedding
L: K — End®(E) = End(E) ®7 Q.
An O-orientation is primitive if

O ~ End(E) N u(K).

Theorem
The category of K-oriented supersingular elliptic curves (E, t), whose mor-
phisms are isogenies commuting with the K-orientations, is equivalent to the
category of elliptic curves with CM by K.
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ORIENTED ISOGENY GRAPHS - cvapL .

Let p =71 and Ey/F+1 be the supersingular elliptic curve with j(E) =

oriented by the Ox = Z[w], where w? + w + 1 = 0.

The orientation by K = Q|w] differentiates vertices in the descending paths from
Eo, determining an infinite graph shown here to depth 4:

i )

/\m/i

\ =
CONN=0¢

[
®
i

6\@
-

®

®
>E

G @)
—

(8,
=SE
S,
=SE
(8,
=)
=R
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ORIENTED ISOGENY GRAPHS - YET NOTAER EYANPLE ol

We let again p = 71 and we consider the isogeny graph oriented by Z[wro]
where w79 generates the ring of integers of Q(v/—79).
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MODULAR CURVES ol

The modular group acts on the upper half plane and its quotient classifies
homothety classes of lattices or, equivalently, isomorphism classes of elliptic
curves. As a geometric object it is a sphere with one point missing.

Define the extended upper-half plane
H* = HUPY(Q)

Definition
The affine modular curve over C attached to I is an algebraic curve Y(I)

whose complex points are identified with F\H with its natural Riemann sur-
face structure.

The complete modular curve over C attached to I is an algebraic curve
X(I) whose complex points are identified with M\H* equipped with some
Riemann surface structure.
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MODULAR CURVES - AN EXAMPLE

TS

STS TST
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ISOGENY GRAPHS WITH LEVEL STRUCTURE ool
For any congruence subgroup I of level coprime to the characteristic, we ave a
covering Gs(E,T) — Gs(E) whose vertices are pairs (E, (P, Q)) of
supersingular elliptic curves/F . and a '-level structure, and edges are isogenies
Y (E,T(P,Q)) — (E'.T(P, Q) such that ¥(I'(P, Q)) =T(P', Q).

—
@\\_/;< ; Eg. I'o(N)-structures.
¢ / Vertices (E, G) with G < E[N] of order N
{a € End(E)|a(G) C G}

& ] s -
/@ @ isomorphic to Eichler order.
\ U’/ On the left the 'y (3) supersingular 2-isogeny
U

graph.

14 {(Eo, Gl), (Eo, GQ), (Eo, G3)} where

G1, G, Gz maps to each other under the au-

¥ — 1 — tomorphism of Ey; they define 3 isogenies to
@\_/ﬁf\_)@ Es.

o O
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ORIENTED GRAPHS WITH LEVEL STRUCTURE - moxuie [l

We orient the supersingular 2-isogeny graph in characteristic 61 by Q(+/—7) and
we then climb the modular tower.

CeTa—==0 ] CaD




SUPERSINGULAR CURVES AND MODULAR FORMS - onicing L.C[]LO

The relations between supersingular elliptic curves and the ideal theory in a
quaternion algebra appears in a classical work of Deuring (1941).

The basis problem of Eichler (1973) provides the means to relate the ideal theory
to modular forms.

Using this theory, Pizer (1980) describes an algorithm for computing modular
forms.

The method of graphs of Oesterlé and Mestre (1986) rephrases the theory of
Quaternion ideals in terms of supersingular elliptic curves.
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BRANDT MATRICES LCO0L0

Let p be a prime number and 2, -, the quaternion algebra ramified at p and
infinity. Let R be a fixed maximal order in A, .

U
W
A
I

For {J,..., Jn} alist of representatives for the isomorphism classes of left
R-ideals and n > 1, we can construct the h x h matrix B(n) = (b; j(n)) by

bij(n) = #{I € J;|Nr(I) = nNr(J;) and [1] = [4]} =
#{I C |[Ji:]=nrand ][] =[J]} =
;J7 | Nr(a)qi/q; = n}

We can construct the h x h matrix valued function

z)= Z B(n)q

n>0

whose /7, j component is

0ij(z) = Zbu )a" € Ma(To(p))

n>0
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BRANDT MATRICES - AN EXAMPLE

Let p = 23. The quaternion algebra 2(,, . has maximal order

1+ 1+
R=z+zi+2 L +2i->
with three ideal classes{[/]. [J2], [J5]}. We find
1 10 01 3 30 28 24
B2)=(2 1 3 B(3)=1{2 3 0 B(101) = [ 56 54 60
0 1 0 2 01 16 20 18

Giving normic forms

nr(Xe, Xa, X3, Xa) = X2 + X3 + 6X3 + 6XZ + X1 X5 + Xo Xy
Nra(X1, Xo, X3, X3) = X? + X2 + 8X2 4+ 8X2 + X1 Xo + X1 Xz + Xo X3z + XoXq + 4X3X,
nr3(Xi, Xo, X3, Xa) = X? +2X3 4+ 3X3 + 6X7 + X1 X + XoX3

(= E—®

O O
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EICHLERS BASIS PROBLEM - BRANDT MODULES LCOLd

U
W
A
I

We define the Brandt Module Mc¢(R) as the C-vector space with basis C/(R)
equipped with the right action of Brandt matrices.

Define the Brandt morphism as
Mc(R) x Mc(R) — Mz(To(p). Q)
(i, ) — > bij(n)a
= i Z qQ/v/(’Y)
Wi
5

=Y (B(NE. F)q"

Theorem

As part of the basis problem Eichler proved that the morphism above is
surjective, equivalently that Mx(lo(p), Q) is spanned by theta series.
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RELATIVE HOMOLOGY & MANIN SYMBOLS

We let H denote the relative homology group

H = Hi(Xo(N), C; Z).

Let A be the free abelian group on formal symbols {r — s} with r, s € P}(Q),
modulo the relations

{rest+{s—=t}+{t—=r}=0 forall r, s, t € PH(Q),
{r—=r}=0 for all r € P1(Q).

The group Mo(N) acts on A by

v-{r—s} = {yr— s}

There is a natural isomorphism of abelian groups
Hl(XQ(N), C; Z) = Aro(/\/),

where Ary vy = A/{(y - x —x:y €To(N),x € A)
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RANK FORMULA

The rank of the relative homology H can be expressed in terms of the genus and
the number of cusps.

Let g = g(Xo(N)) be the genus of Xo(/N) and let ¢ = #C be the number of

cusps. Then
I‘anszl(Xo(N), C,Z) = 29 + (C — 1)

N
Note that #C = Z © (gcd (b, b))

b|N
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BRANDT HOMOLOGY m

Input: A base O-oriented supersingular point (Eq, Co, to) and an ideal cl
[a] € Pic(O).

The class-group action gives an oriented curve
[a] * (Eo, Co, to) = (Ea, Ca La),

and hence a quaternion ideal class [/,;] € C¢4(Og).

The Brandt module
B = Z[(Og)]

carries a Hecke action. Associate to [a] the cuspidal vector
Va = Plensp (€1, — €1)-
Via Jacquet-Langlands + Eichler-Shimura:
L B = Hi(Xo(pN), C;Z) @ Q.
This defines the Brandt homology class

B ([a]) == (ES 0 JL)(va) € H1(Xo(pN), C, Q)
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CM DIVISORS ON Xm(N?]

Input: The same ideal class

CM theory yields a Heegner point:
[a] — X4 € Xo(N)(C),
compatible with the class group action.

Fix:
Xo 1= X0, , Coo € CUSPS.

Choose analytic paths:

Oa : Xa — Coo. 0o : Xo = Coo-

Relative homology:

¥ ([a]) := 8q — 80 € H1(Xo(N), C; Z).

This is well-defined modulo absolute cycles and depends only on [d].
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p-ADIC INTEGRATION

RPN




P-ADIC INTEGRATION - THE PROBLEM

LCOLO

Is there a Theory of p-adic integration?

We cannot use the same methods that we have in R or in C because of the
totally disconnected topology of rigid analytic spaces.

Theorem (Coleman)
Additivity at points: [ w + JSw=[Fw
Linearity on forms: A\; ff w1 + Ao f,f Wy = fPQ (Awr + Aows)

Change of variables: if X’ is another rigid space and ¥ : X — X' is a
rigid analytic map, then [ W*w' = j;,‘,"((,f;) w'.

Fundamental Theorem of Calculus: fPQ df = f(Q) — f(P).
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COLEMAN INTEGRATION

There is no obvious way of integrating over affinoids.
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COLEMAN INTEGRATION

There is no obvious way of integrating over affinoids.

Coleman’s Solution
Cover the Affinoid space by residue disks.
Integrate on each residue disk.
Problem: Residue disks have no intersection.
Connect integrals on different residue disks using Frobenius.
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COLEMAN INTEGRATION

There is no obvious way of integrating over affinoids.

Coleman’s Solution
Find Teichmuiller points
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COLEMAN INTEGRATION

There is no obvious way of integrating over affinoids.

Coleman’s Solution
Find Teichmuiller points
Compute tiny integrals

Q ép Q
/ w:/ w + +/ w
P P o
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COLEMAN INTEGRATION

There is no obvious way of integrating over affinoids.

Coleman’s Solution
Find Teichmuiller points
Compute tiny integrals
Connect integrals using Frobenius

Q Ep 130} Q
/ w:/ w+/ w+/ w
P P P 3¢}
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COMPUTING INTEGRALS ON ¥g(N)

R
Computing / wfor Q,Re X = Xo(N)and w € H(X, Q)
Q

We can leverage the existence of Hecke operators.

Algorithm (Chen, Kedlaya, Lau)

R
Write / w as a sum of tiny integrals.
Q

Find a basis of holomorphic 1-forms and a suitable uniformizer.
Compute the action of Hecke operators on cusp forms and points

Write 1-forms as a power series in the uniformizer. This involves
algebraic approximation after solving a system of equations over C.

Formally integrate and evaluate at the end points.
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BACAKING INTO TINY INTEGRALS ol

Let X/Q be a modular curve associated to a congruence subgroup TI.

The Hecke operator T, acts on the weight 2 cusp forms, which correspond
to the holomorphic 1-forms:

w1 w1
HEREVIE
Wy Wy
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BACAKING INTO TINY INTEGRALS ol

Let X/Q be a modular curve associated to a congruence subgroup TI.
Since the Hecke operators are linear, integrating between the points @ and
R gives:
J& Tywn J& wi
. — A .

Q ' Q.
fR Tywg fR Wy
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BACAKING INTO TINY INTEGRALS ol

Let X/Q be a modular curve associated to a congruence subgroup TI.

Since the Hecke operators are linear, integrating between the points @ and
R gives:
J& Tywn Jg wn
: =A :
Q Q
Jr TpwWg JR wg

For any w € H°(X, Q) we obtain

R T:(R) e
Tiw= / W= / w
/Q P T3(Q) ; R

P
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BACAKING INTO TINY INTEGRALS ol

Let X/Q be a modular curve associated to a congruence subgroup TI.

Since the Hecke operators are linear, integrating between the points @ and
R gives:
J& Thw Jg wn
| =A
Q Q
Jg Thwg JR wg
For any w € H°(X, Q) we obtain
R T (R) p Q
Trw :/ w= / w
/Q g ) ; R

We have the following fundamental equation

Q R
w1 o Jgwi— 2o Jg W

((p+1)I=A)

P Q P R
Wy i=0 fQ, Wg = 2.i=0 fR, Wy
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CRYPTOGRAPHIC CONSTRUCTIONS

RPN




DEFINING THE PERIOD VECTOR ol

Letwq,..., wy be a fixed collection of holomorphic differential 1-forms on the
modular curve Xp(N). For v € Hi(Xo(N), C; Z), we define the (infinite precision)
p-adic period vector

Definition
Let g be a prime distinct from p and not dividing N. For m > 1 and «y € H,
the truncated p-adic period vector of «y is

Mo(7) = (w1, M, - - (wa,7)p) mod p™ € (Z/p™Z)°.

The map N, : H — (Z/p™Z)? is Z-linear, and its image is contained in a
subgroup whose size depends on d, p, and m.
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U

DEFINITION OF M§ W

A
I

Let M, : H— (Z/p™Z)9 be the truncated p-adic period map. Fix parameters
L, p, m, d, and consider the following relation.

The Modular Symbol Inversion relation Rys is the subset of (Z/ p’"Z)d X W,
given by
Rust :== {(y.7) :y € WL, y = Nn(7)}-

We will write (v, v) € Rusi to mean that «y is a valid “short” homology preimage
of y under IM,,.

MSI problem

Given a value y € (Z/p™Z)“ known (or promised) to satisfy y = M,,(v*) for
some unknown y* € W;, the Modular Symbol Inversion (MSI) problem is to
find a~y € W, such that (y,7) € Rusr.
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SPARSE CM DIVISORS AND £-ADIC PERIODS

Let o = {xq : [a] € Pic(O)} C Xo(pN)(Q) be the CM orbit.

A sparse degree-zero divisor supported on Lo is

t t
D:Zn,[xa,], Zn,':O,
i=1 i=1

where t and the coefficients n; are small.

SDIP problem

Given

Y= M) = (01, Dhe- (00, D) mod " D=3 [

i=1

recover a sparse degree-zero divisor D’ such that

I'I@,,,,(D’) =Y.
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A HIAT-SHAMIR SIGNATURE BASED ON MSI

Public parameters:
(p.m, N,q), Npn:H(X(N),C;Z)— (Z/p™ 7).

Public key: v = M,,(7).
Secret key: short representative +.
Commitment: Pick random short r € H,(Xp(N), C;Z), send

c=Mpn(r+1).

Challenge: Verifier samples

Response: Send
z=r+by.
Apply rejection sampling to ensure ||z|| stays within bounds.

Verification: .
Nn(z)=c—b-v in(Z/p"Z).

(Security relies on hardness of MSI: recovering «y from v = My, (7y).)

32
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