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Abstract

Commutative diagrams of isogenies between supersingular elliptic curves, which
are called isogeny diamonds, have become fundamental to isogeny-based cryptography
for both constructive and cryptanalytic purposes. In parallel, proofs of knowledge
of isogenies have been widely studied and have found many applications. In this
work, we combine these two directions and introduce zero-knowledge proofs of isogeny
diamonds, namely, we prove knowledge of isogenies that form a commutative diagram
between four curves.

We present four constructions that work in various settings. The first, Windmill-
ZKP assumes that the prover knows only two parallel isogenies in the diamond. The
second, Cube-ZKP assumes the prover has knowledge of four of specified degree
isogenies. Finally, Kube-ZKP and Kani-ZKP prove knowledge of isogeny diamonds
whose degree sum is smooth. We also provide proof-of-concept implementations of
the proposed constructions and compare their performance. Our results demonstrate
the trade-offs between security, efficiency and compactness in these constructions.

Keywords: Zero-knowledge proofs, isogeny-based cryptography, isogeny diamonds, Kani’s
Lemma

1 Introduction

Kani’s Lemma has profoundly impacted isogeny-based cryptography. Once considered a
post-quantum staple, SIDH [DFJP14], a key exchange mimicking Diffie-Hellman using
supersingular elliptic curve isogenies, was broken by a series of attacks [CD23, MMP*23,
Rob23]. These attacks rely on Kani’s Lemma, where recovering the secret isogeny reduces to
evaluating a 2-, 4-, or 8-dimensional isogeny between products of elliptic curves. Proposed
countermeasures [FMP23, BF23] avoid this by masking the public key’s torsion points.

These attacks have also motivated new constructions that use Kani’s Lemma con-
structively. These include, but are not limited to, PKE schemes [BMP23, NO24, BM25,
MS26], signature schemes [DLRW24, BDF 24, NOC*24, BBC'25] and effective group
actions [CLP24, DEFT25]. The practicality of these constructive applications comes
down to efficiently evaluating higher-dimensional isogenies. As a result, evaluating such
isogenies has been an active area of research ever since the attacks on SIDH appeared.
The current state of affairs in this regard is a solid understanding of how to evaluate
chains of (2,2)-isogenies [DMPR24] as well as a growing understanding on evaluating
(3,3)-chains [CRSCS25, DK26] and (2,2, 2, 2)-chains [Dar25].
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2 Zero-Knowledge Proofs of Isogeny Diamonds
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Figure 1: The statement of our zero-knowledge proofs consists of the existence of the four
isogenies above, the commutativity of the diagram, and the ability to evaluate any one of
these isogenies on arbitrary points in its domain.

In parallel to all of this, isogeny-based zero-knowledge proofs have been actively explored
in the literature (see [BFGP23] for a survey). Proving knowledge of isogenies is central to
many constructive applications including (but not limited to) signature schemes [GPS20,
DFKL'20], OPRFs [Bas24] and generating so-called hard curves [BCC*23]. There have
been two general approaches to proving knowledge of fixed, publicly known degree isogeny
between supersingular curves. The first approach is based on committing to an isogeny
diamond, i.e. a commutative diagram of the form in Figure 1 (which we formally define in
Definition 6), and revealing (at least) one of the edges of the diagram based on a received
challenge. Since its original presentation [DFJP14], a number of fixes and modifications
(e.g. including some sort of torsion point information) have been proposed [DFDGZ22,
Bas24, MJ23]. A second approach, which has gained traction in recent years, adopts
RICS (rank 1 constraint system) encodings of modular polynomials or isogeny formulas
to obtain zero-knowledge proofs [CLL23, dHKM™*25, LP25, dHMSS26]. These proofs are
particularly suitable for SNARK-friendly applications.

Contributions.

In this work, we investigate a new type of zero-knowledge proof for isogeny-based cryp-
tography. Instead of proving knowledge of a single isogeny, we present zero-knowledge
proofs of isogeny diamonds. In other words, one wants to not only prove knowledge of the
isogenies in a diamond, but also that the vertical (and horizontal) isogenies are related by
pushforward along the horizontal (and vertical respectively) isogenies. We present two
settings that arise from this type of proof:

The first setting is the case where one knows only the two vertical (or horizontal)
isogenies in the diagram. This setting is primarily motivated by SIDH countermeasures, so
we impose the presence of additional torsion-point information and require the isogenies
to have smooth degrees. The zero-knowledge proof must therefore also prove knowledge of
this additional information. In this regard, we present Windmill-ZKP which adapts recent
zero-knowledge proofs of isogenies with masked torsion points [MJ23, Bas24] in order to
prove knowledge of the additional edge in the diagram. Such a proof is required when
adapting the multiparty SIDH protocol of [FKT18] to the M-SIDH setting. This is needed
because, without such a proof, a malicious party could provide masked torsion data that
do not arise from an isogeny compatible with the shared isogeny square, and, therefore,
the scheme would be vulnerable to adaptive attacks.

The second setting is when one knows all four isogenies of the diamond. In this scenario
we present multiple constructions:

o For the first construction, which we call Cube-ZKP, we assume all isogenies in the
diamond have smooth degrees. The idea is that the prover constructs and commits to
a cube of smooth degree isogenies. Each challenge corresponds to a specific isogeny
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in the cube and, upon receiving the challenge, the prover is tasked to reveal this
isogeny. The verifier checks that this isogeny is correct and that the torsion point
mappings are consistent.

e The second construction is a modification of Cube-ZKP, which we call Kube-ZKP, in
the setting when the isogenies in the diamond have non-smooth degrees but their
sum is smooth (and ideally a power of two). In this case the prover commits to the
same cube as before but the challenges are slightly different. For the back diamond,
there is a single challenge and the prover reveals the associated 2-dimensional Kani
isogeny.

e The last construction, which we call Kani-Diamond-ZKP, assumes the same setup as
in Kube-ZKP. We repurpose the 1-dimensional zero-knowledge proofs from [DFJP14,
DFDGZ22] to the 2-dimensional setting and prove knowledge of the associated Kani
isogeny. Our analysis suggests that this translation is harder to analyze due to
the specific structure of the Kani isogeny. As a result, we present this to diversify
possible constructions.

Related work.

Recently Lai and Maino [LM26] presented a zero-knowledge proof for non-smooth isogenies
whose degree is of the form ¢(2* — ¢). Through Kani’s Lemma, this formulation is similar
to the statements that underpin the Kube-ZKP and Kani-Diamond-ZKP constructions.
However, their proof strategy differs from ours as they obtain their proof through R1CS
encodings of (2,2)-isogeny formulas.

Roadmap.

We begin in Section 2 by recalling the necessary background on isogeny-based cryptography
and zero-knowledge proofs. We then present Windmill-ZKP in Section 3, Cube-ZKP (and the
Kube-ZKP modification) in Section 4, and Kani-Diamond-ZKP in Section 5. We conclude in
Section 6 with a comparison of these constructions as well as details on their performance.

2 Preliminaries

2.1 Principally polarized abelian varieties

Definition 1 (PPAV). A principally polarized abelian variety (PPAV) is a pair (A, \),
where A is an abelian variety and A : A — AV is a principal polarization, i.e., an
isomorphism to the dual.

We mainly work with elliptic curves, but Section 5 requires higher-dimensional PPAVs.
We recall only the needed notions; see [Mil86, Rob24] for details.

Definition 2 (N-isogeny of PPAVs). Let (A, \), (B, 1) be PPAVs and let ¢ : A — B be
an isogeny. Define
F:=AtoPou:B— A
We call ¢ a polarization-preserving N-isogeny if @ o ¢ = [N].
Throughout, we suppress polarizations from the notation and assume all N-isogenies
are polarization preserving.

Definition 3 (Polarized Weil pairing). For a PPAV A/k and N coprime to char(k), the
WEeil pairing is a bilinear, non-degenerate, anti-symmetric pairing

en : A[N] x A[N] — k*.
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It can be computed in polynomial time in N and in the field over which A[N] is
rational [LR15]. We only use it for elliptic curves and their products.

Definition 4 (Maximal isotropic subgroup). A subgroup H C A[N] is isotropic if
en(P,Q) =1 for all P,Q € H, and mazimal isotropic if it is maximal with this property.
Equivalently, an isotropic subgroup of order N4™ A is the kernel of a polarization-preserving
N-isogeny.

Definition 5 (Diagonal and reducible isogenies). An N-isogeny f : A x B — X, with
A, B g-dimensional PPAVs, is reducible if X ~ C x D for g-dimensional PPAVs C,D. It
is diagonal if f = f1 X fa, i.e., f(P,Q) = (f1(P), f2(Q)), for N-isogenies f; : A — C and
f2 : B—= D. A maximal isotropic subgroup H C (A x B)[N] is reducible respectively
diagonal if the corresponding quotient isogeny is.

2.2 Sigma protocols

Let R C X x W be a relation. A statement X € X is public, while a witness W € W
certifies that (X,W) € R. A sigma protocol for a family {R,}. is a three-message
public-coin protocol

Uy = (P1, Py, V1, Va),

where V3 is deterministic and the prover algorithms may share state. On input X, with
the prover additionally holding W, the protocol is

a+ P (X, W), e+ V1(17), z+ Py(X,W,e),
and the verifier accepts if and only if

Vao(X,a,e,2) =1.

The tuple (a, e, z) is called a transcript and it is accepting for X if the above verification
test succeeds.

Correctness. For every (X, W) € R, an honest execution is accepting.

n-special soundness. There is a polynomial-time extractor which, given n accepting
transcripts (a,e1,z1),...,(a,en, z,) for the same X and first message a, with pairwise
distinct challenges e;, outputs a witness W such that

(X, W) € Ry,

except with probability at most €.

Special soundness captures the proof-of-knowledge property: a prover that can answer
sufficiently many different challenges for the same first message must encode a valid witness.
If the challenge space has size |€|, then the usual one-shot knowledge error is H\T_ll’ and
after ¢t independent repetitions it becomes

(&)
e
Computational zero-knowledge. There is a polynomial-time simulator which, given
a statement X, outputs transcripts for said statement. These outputs must be such that

no probabilistic polynomial-time algorithm can distinguish them from those of an honest
prover with non-negligible advantage.
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2.3 Kani’s lemma

Definition 6 (Isogeny diamond). An (a,b)-isogeny diamond from PPAVs A to B is a
decomposition of an ab-isogeny
F:A—-B

between principally polarized abelian varieties into two different decompositions

F=gyofi=faog,

where f1, fo are a-isogenies and ¢1, g2 are b-isogenies.

The isogeny diamond is said to be minimal if ker f; Nker g1 = {0} and orthogonal if
ged(a,b) =1 (which automatically implies minimality).

Finally, we say that two (a,b)-isogeny diamonds F = gy o f; = faog; and F/ =
gyof1 = fiog are equivalent if (F, ker f1,ker g1) = (F', ker f{,ker ¢}) or (F,ker f1,kerg1) =
(—=F' ker g, ker f1).

Remark 1. Here, minimality is precisely the condition that the diagram is a “pushout”
in the sense of Robert [Rob22], which is equivalent to having ker fo = g;(ker f1) and
ker go = f1(ker g).

Theorem 1. There is a bijection between

o the set of (minimal, orthogonal,) (a,b)-isogeny diamond equivalence classes from A
to B witha+b= N, and

o the set of (minimal, orthogonal,) non-diagonal, reducible, maximally isotropic sub-

groups of (A x B)[N].

This theorem was first stated by Kani [Kan97, Theorem 2.3] for products of elliptic
curves and later refined by Robert in [Rob22, Corollary 3.9] to the version above.

2.4 Other Lemmas

Lemma 1. Assume that ¥ is a diagonal (M, M)-isogeny and that the N-isogeny @’ is
obtained as the push-forward of ® through U, i.e. ker ® = U(ker ®). Then

1. ® is a diagonal isogeny if and only if ®' is diagonal.

2. If gcd(N, M) =1, then ker ® C (Ey x Eap)[N] is mazimally isotropic if and only if
ker &' C (Fy x Fap)[N] is mazimally isotropic.
Proof. For ease of notation, let Ay := Eg X Eap and Ay = Fy X Fap.
(1) Assume ¥ = 1)y X 1)y is diagonal. If & = ¢1 X ¢9 is diagonal, then

ker(®) = ker(¢1) x ker(¢s),

hence
ker(®') = W(ker ®) = 1)1 (ker ¢1) x o (ker o),

which is a product subgroup in A3[N]. Thus the corresponding quotient isogeny @' is
diagonal.

Conversely, if ® is diagonal, then ker(®’) is a product subgroup of As[N]. Since ¥ is
diagonal, the preimage ¥~ (ker ®) inside A;[N] is again a product subgroup, and by the
pushforward hypothesis this preimage is ker(®). Hence ® is diagonal.

(2) For R, S € A;[N], functoriality of the Weil pairing gives

en,a, (U(R), ¥(S)) = ena, (R, U(U(S))) = ena, (R, [deg¥]S) = ey a,(R,S)M,
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(See, e.g., [EVAGM12, Prop. 11.21]).
If gcd(M,N) = 1, then the map ¢ — (M is an automorphism of uy. Thus, for
R,S € ker @,
EN,A, (R, S) =1 = eN’Az(\I/(R),\I/(S» =1.

Hence ker ® is isotropic if and only if ker ®’ is isotropic.
Finally, maximality follows from cardinalities. Since ® is an N-isogeny between PPAVs,
| ker &| = N9. Moreover,

ker @|

kerd/| = —r®l__

| ker & | ker @ Nker(¥)|

The result follows by minimality of an orthogonal diamond. O

Lemma 2 (Pairing test for diagonality). Let
K = <<P17P2)7 (Q17Q2)> C El[N] X EQ[N}

be maximally isotropic of order N*. Then the associated (N, N)-isogeny with kernel K is
diagonal if and only if e (P1, Q1) = 1. Equivalently, this holds if and only if en (Pa, Q2) = 1.

Proof. If the isogeny is diagonal, then K = Hy x Hy with H; C E;[N] cyclic of order N.
Hence P;,Q, € Hy, so
en(P1, Q1) = 1.

Conversely, assume ey (Py, Q1) = 1. Then H; := (P, Q1) is isotropic, so |Hi| < N.
Since K is isotropic,
L=en((P1,P),(Q1,Q2)) = en(P1,Q1)en (P2, Q2),
and therefore e (P2, Q2) = 1. Hence Hy := (P3, Q) is isotropic, so |[Hz| < N. Now
K C Hy x Hy,

and both sides have order at most N2, while |K| = N2. Therefore K = H; x Ho, so the
isogeny is diagonal. O

2.5 Isogeny hardness assumptions

We now recall some well-known isogeny-based hardness assumptions that will be relevant
to our work. Concretely, we recall the well-known DSSP assumption [DFJP14] and follow
up with the recently introduced DLIT assumption [Mor23, MS26].

Definition 7 (Decisional Supersingular Product (DSSP) problem). Let d, N be relatively
prime positive integers, let Ep, Fy be supersingular elliptic curves over IF,2, and let
¢ : Ep — Ej be an N-isogeny. Let (FEs, E5,¢") be a tuple sampled with probability 1/2
from one of the following distributions:

o Dy = {(Es, E3,¢")} where Ey & Ey/G, E5 = Ey/¢(G) for some cyclic subgroup
G C Ep|d] and ¢' : B2 — FEj3 is an N-isogeny.

o Dy ={(Es, E5,¢')} where Ej is a random supersingular curve and Ej3 is a supersin-
gular curve that is the codomain of a random cyclic N-isogeny ¢’ : Es — Ej.

Determine from which distribution the tuple (Es, E3,¢’) is sampled.

Definition 8 (Decisional long isogeny with torsion (DLIT) problem). Let d be an integer
coprime to IV such that d > N and let Ey be a supersingular elliptic curve over IF,,» with
a basis {Py, Qo} of Ey[N]. Let (E1, P1, Q1) be a tuple sampled with probability 1/2 from
one of the following distributions:
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e Dy ={(F1, P1,Q1)}, where Ej is the codomain of a uniformly random cyclic isogeny
¢ : Ey — FE;p of degree d, and {P;,Q1} is a random basis of Ej[N] such that

en(Pr, Q1) = en(Po, Qo)?.

o D1 ={(E1, P1,Q1)}, where Ej is the codomain of a uniformly random cyclic isogeny
¢+ Eg — Ey of degree d, and (P1, Q1) = (¢(F), ¢(Qo))-

Determine from which distribution the tuple (F1, Py, @1) is sampled.

Remark 2. We note that the computational LIT problem, which asks one to recover the
secret isogeny, is assumed to be hard when d ~ N222*, where ) is the security parameter;
see for instance [Mor23, Section 4.2] and [MS26]. By analogy, we assume the same
parameter regime for DLIT in the protocols that rely on it, namely Kani-Diamond-ZKP.

2.6 Isogeny Relations

Zero-knowledge proofs are defined with respect to a relation R C X x W, whose elements
(z,w) consist of a public statement = and a corresponding secret witness w. This relation
induces a language

L={zeX:TweW, (z,w) € R},

and a zero-knowledge proof allows a prover to demonstrate that x € £ without revealing
w. Several relations involving isogeny diamonds have been studied in the literature, see
[BFGP23]. In this paper, we discuss two isogeny relations involving (a, b)-isogeny diamonds
involving four fixed curves Ey, F4, Fg and Eap; we defer their formal definitions to the
following sections. We will primarily stick to the case of proving knowledge of elliptic
curves, though it should be remarked that almost all of our protocols can be extended to
PPAVs of any dimension.

2.7 Pseudocode subfunctions and notation

The pseudocodes appearing in Figures 3, 5 and 6 make use of subfunctions to shorten the
text and focus one the steps core to our zero-knowledge proofs. We use this subsection to
give brief descriptions of these subfunctions.

e H is a statistically hiding and computationally binding commitment scheme. In
our SageMath implementation, we use SHA-256, although any hash function with
collision resistance and strong preimage resistance would work.

o OPENCoOM(7) returns the inputs for the commitments whose indices contain i. For
example, in Windmill-ZKP (Figure 3), OPENCOM(1) returns the inputs for Cs;, Cyy
and 0012.

e VERIFYCOMMIT checks that the response is indeed the inputs for the commitments.
o RANDOMBASIS(E, N) returns two points (P, Q) forming a random basis of E[N].

o KERNELPOINT(¢) returns a random point generating the kernel of the cyclic isogeny

o.

o KERNELPOINTS(®) returns two random 2-dimensional points generating the kernel
of the 2-dimensional isogeny ¢.

« DDLOG(P,@Q, R) returns an integer vector (a,b) such that aP 4+ bQ = R. We only
use this function on groups of smooth order, for which the discrete logarithm problem
is easy.
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o ISOGENY(K) returns a pair (¢, ), where ¢ is the isogeny with kernel (K) and E is
the codomain of ¢.

o INDEPENDENTVECTOR (ko, N) takes as input an integer vector kg = (ag,bo) and a
positive integer N and return an integer vector ki such that kg - k1 is invertible
modulo N.

o 2DISOGENY (Ko, k1) returns the 2-dimensional isogeny whose kernel is (kg, £1)-

o ISMAXISOTROPIC(Ko, /1) checks if the 2-dimensional isogeny with kernel (kg, k1) is
maximally isotropic. This is done by checking that the 2-dimensional Weil pairing of
ko and k1 is equal to 1.

o ISDIAGONAL(kq, k1) checks if the 2-dimensional isogeny with kernel (g, k1) is diag-
onal. As this is only checked for maximally isotropic isogenies in our code, this is
done by checking that the Weil pairing of the first components of kg and k1 is equal
to 1.

o E[[N]] is the set of elements of order exactly N on an elliptic curve E.

o In the commitment C;;, the subscript ¢,j indicates that the value is opened in
challenges 7 and j.

3 Windmill-ZKP construction

We first describe a proof of knowledge for a one-dimensional MSIDH-type isogeny di-
amond [FMP23]. That is, the prover wants to prove knowledge of a cyclic A-isogeny
¢4 : By — E 4 whose pushforward along a B-isogeny, which is not known to the prover,
has the prescribed codomain E4p. Informally, the prover proves knowledge of a square

E, b4 E,
o5
v
Ep . Eap

where the vertical direction is provided only through the public key of an M-SIDH key
exchange.

Let A and B be coprime smooth integers, and let Ey, Ea, Ep, Eap be supersingular
elliptic curves over IF,,> whose prime characteristic is of the form p = AB — 1. Recall that,
since ged(A, B) = 1, the restriction

¢Blp,(a) : EolA] — EB[A]

is an isomorphism. In M-SIDH, Bob post-composes this map with [Ag], for some A\p €
(Z/AZ)*, and publishes the resulting map

pB = [AB]o ¢Blg, 4>

without revealing A\g. We refer to pp as the scaled (or masked) action of the hidden
B-isogeny on the A-torsion. The protocol for Windmill-ZKP proves the relation Ryindmil
where the statement and witness are

T = (E07EA7EB,EAB7PO7QO7PA7QA7A7B7pB) w = ((ZSA)’L/JBA»O‘)
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D o T b) e )

Figure 2: Diagram encompassing Windmill-ZKP.

subject to the relation

Py, Qo is a basis of Ey[B]

¢4 : By — E4 is a cyclic A-isogeny,

(Pa,Qa) = ([a]¢a(Py), [a]¢a(Qo)) for some secret o € (Z/BZ)*,
VYBa: Eg — Eap is a cyclic A-isogeny,

keriypa = pp(ker ¢pa).

We note that this construction can be thought of as an extension of the work by Mokrani
and Jao [MJ23]. Their ZKP proves knowledge of a cyclic A-isogeny ¢4 : Ey — E4 such
that its action on Py, Qo agrees with the masked points (P4, Q4). In order to prove
compatibility with ¢p as well, we introduce a third auxiliary isogeny square that certifies
that the pushforward of ¢ 4 has codomain F 5. We remark that this relation is not hard
when Ej or E 4 are either F,-rational or admit a small degree isogeny to its conjugate [CV23].
To make this relation hard, we ensure that Fy is sampled uniformly at random, so that
End(Ep) is completely unknown.

Windmill-ZKP is a cut-and-choose proof built from three auxiliary cyclic B-isogenies.
Two of them originate at Ey, while the third originates at Eg. Transporting the kernel of
¢4 through these three isogenies produces three cyclic A-isogenies

¢i : EL,i — ER,’U s {0, 1,2}.

The first two auxiliary squares certify knowledge of the same isogeny ¢4 : Eg — F4
together with its masked action on Ey[B]. The third certifies that the subgroup obtained
by transporting ker(¢4) through the public scaled action pp defines an A-isogeny with
codomain F4p.

In order to avoid the soundness vulnerabilities found by De Feo, Dobson, Galbraith and
Zobernig [DFDGZ22] of the original SIDH zero-knowledge proof [DFJP14], we apply their
technique of representing a point K generating the kernel of an isogeny 1 by sampling a
random basis (P, Q) and computing an integer vector k = (e, f) such that K = k- (P, Q).
By committing k& and using it for multiple challenges, we can make sure that the isogeny
1" with kernel generated by k - (P’,Q’) is indeed the pushforward of ¢ by an isogeny ¢
mapping (P, Q) onto (P, Q).

A diagram of the construction is shown in Figure 2 and the pseudocode for the
construction can be found in Figure 3.
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COMMITMENT VERIFICATION
B «+s (Z/BZ)" if “VERIFYCOMMIT(com, chal, rsp) : return false
fyeailﬂ if chal € {0,1,2} :

(U, V) <~ RANDOMBASIS(Ep, A)
K4 < KERNELPOINT(¢p4)
ka < DDLOG(U,V, Ka)
(Kr,0,Kr,1) + RaANDOMBASIS(Eo, B)
Kr 2 +s Eg[[B]]
(po, p1, p2) < (Idmy, IdEq, pB)
for i € {0,1,2}:
(Yr,i, Er,:) < ISOGENY(KT© ;)
(¢i, ER,i) < ISOGENY (¢L,i (pi(Ka)))

i <— chal

if EL; ¢ EV Eg,; ¢ £ : return false
if (U;, Vi) # EL,i[4] : return false

if (Pr:, QL) # EL:[B]: return false
Ka < ka- (Ui, Vi)

if Ka; ¢ Eri[[A]] : return false

(¢i, ER;) < ISOGENY(K a,;)

if E;w # ER,; : return false

if 8¢i(Pr,i, QL) # (Pr,i,Qr,:) : return false

(Pr.i,Qr,;) < RANDOMBASIS(EL ;, B) if chal =3:

Ko < KERNELPOINT(@)

ka,i < DDLOG(PL,Z', QL,i, Kcﬂ')

(Pr,i,Qr.i) < ([8]i(PL,i), Bo:(Qr.i))

(U3, Vi) = (ri(pi(U)), ¥r.i(pi(V)))
for i € {0,1}:

- 7 —
kc,; < INDEPENDENTVECTOR(kc,i, B)

R; + 'lf;(kgzl - (Pr,i,Qr,))
ke« DDLOG(Py,Qo, Ri)
T3,74,734, 730,731,732,
T40,7T41,7T42,7T012 <8 {O, 1}/\
Cs + H(U,V,r3)
Cy + H(~,r4)
Caa  H(kc,o, ko, ks, koo sk

- I - I
kco ,kci ,7s4)

Cs0 < H(EL,0,Uo, Vo, Pr,o,QL,0,730)

Cs1 < H(Ep,1,U1,V1,Pr1,Qr1,731)

Cs2 < H(Epr,2,U2, Va2, Pr2,Qr,2,732)

Cao + H(ER,0, Pr,o, QR,0,710)

Cu <+ H(ER;1, Pr1, QR,1,741)

Ciz < H(ER,2, Pr2,QR,2,742)

Corz < H(ka, B, 7012)

return C3,Cy, Cs4, C3p, C31, Cs2,
Ci0,Ca1,Ca2, Co12

CHALLENGE

chal +s{0,1,2,3,4}

return chal

RESPONSE

return OPENCoOM(chal)

if (U,V) # Ep[A] : return false
(po; p1, p2) < (Idsg, Ideq, pB)
for i € {0,1,2}:
if Er; ¢ € : return false
if (Pr;,QrL,;:) # EL:[B]: return false
Kii« kgz - (Pr,i,Qr,)
if K1,; ¢ FEr:[[B]] : return false
(Y4, Bb) + Isoceny (K7 ;)
if E} # codom(p;) : return false
if Bp;(U,V) # @(Ui,%) : return false
for i € {0,1}:
R; + ké,i' . @(PL,iy QrL,i)
if R; # kai” - (Po, Qo) : return false
if (Ro, R1) # Ey[B] : return false
if chal =4 :
for i € {0,1,2} :
if Er; ¢ & : return false
if (Pr,i,Qr,) # Er,i|B] : return false
Kp i+ kci - (Priis Qryi)
if Kp,; ¢ Er,;[[B]] : return false
(Yr, Ey.;) < ISOGENY(K ;)
for i € {0,1} :
if E;\,i # E4 : return false
R} + ké,/ : 1/1/}2\,2'(131{,1', QRr.:)
if R, # [fy]lcg,i// - (Pa,Qa4) : return false
if <R6, R'1> # E4[B] : return false
if Ef4’2 # Fap : return false

return true

Figure 3: The Windmill-ZKP protocol. Notation used is defined in Subsection 2.7.
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3.1 Security Analysis of Windmill-ZKP
The correctness of Windmill-ZKP follows trivially our construction.

Proposition 1. Given a computationally binding commitment scheme H, Windmill-ZKP is
5-sound.

Proof. We show that for a fixed commitment, if valid answers are provided to all 5 possible
challenges?, then one can compute a cyclic isogeny o : Eg — E4 of degree A and an integer
a such that (P4, Q4) = ([a]o(P), [a]o(Qo)) and the codomain of [¢p].o ® is Eap. The
first part of this is the same as [MJ23, Theorem 8], so we highlight the idea. We then
prove the pushforward condition.

/\We can obtain two candidate degree A ii(igenies 00,01 : By = E 4 from the isogenies
Y10 Ero — Eo, ¢o : Eno — Erp and ¥ 1 : Ep1 — Eo, ¢1 : Er1 — Er1 (respec-
tively). From a straightforward calculation, the kernels of oy and oy are both ([e]U + [f]V),
so o9 = *oy. If 09 = 01 = o, then we have valid candidate. If 09 = —o, then both
isogenies have the same domain, codomain and masked torsion (with opposite masking
scalars). Hence, we can set either isogeny as our candidate o and multiply the other by
—1 so that they coincide. We also have a candidate for a in y~!3. For i € {0,1}, define
Ri = a;Py+b;Qo = ¥ri ([} Pri+ [d}]QL,:) and R} = [Bloi(R;) = Vr.i([¢}]Pr,i + [d}]Qr.i)-
Since (Ro, R1) is a basis of Fy[B] and (R, R}) is the corresponding basis of E4[B], these

identities imply that
(Pa,Qa) = ([e]o(Po), [2]o(Qo))-

Hence, the extracted isogeny ¢ has the required masked action on the B-torsion.

All that is left to prove is that the codomain of [¢g].c is E4p. Repeat the same idea
as before. From the isogenies QZL\Q :Ep2 — Epand ¢g: Ep 2 = Ep o we get a degree A
isogeny o’ : Eg — E’ whose kernel is

ker(o") = (Vr2([elUz + [/1V2) ) = ([Blog ([e]U + [f]V)) = 65 (ker o).

Thus, ¢’ is the pushforward of o by ¢p and E' = E4p. This completes the proof. O

Proposition 2. Given a statistically hiding commitment scheme H, Windmill-ZKP is
computationally zero-knowledge assuming DSSP is secure for d = B and N = A.

Proof. We want to create a simulator that publishes a valid (commitment, challenge,
response) transcript. Since there are only five challenges, we explain how to simulate the
response for each challenge.

Since H is statistically hiding, the simulator can sample random values for the commit-
ments whose input is not checked in the challenge.

For any challenge in {0, 1,2}, the simulator samples a random A-isogeny ¢; : Er, ; —
ER i, samples the required torsion bases, and computes the opened torsion images honestly.
In a real transcript, ¢; is the pushforward of the witness A-isogeny through a random
cyclic B-isogeny. The indistinguishability of these two distributions is precisely the DSSP
assumption with d = B and N = A.

For challenge 3, we can honestly compute the left isogenies and honestly sample the
random bases.

The simulator for the final challenge is very similar to the previous one, the main
difference being that we sample isogenies for the right side. Since the isogeny degrees are
relatively prime, the distribution of a pushforward of a uniformly random cyclic B-isogeny
is itself a uniformly random cyclic B-isogeny. Therefore, the output of the simulator is
identical from that of an honest one. O

2Which we can assume agree on the committed values as H is computationally binding.
3Where [¢4]«0 denotes the isogeny with kernel ¢ 4 (ker o).
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Remark 3. Windmill-ZKP can be seen as an adaptation of Mokrani-Jao’s M-SIDH zero-
knowledge proof [MJ23]. One can also adapt the zero-knowledge proof by Basso [Bas24]
in this Windmill-ZKP construction. Compared to the Mokrani-Jao proof which is 4-sound,
Basso’s proof has the advantage of only being 3-sound at the expense of relying on a
stronger variant of the DSSP assumption, named DSSP with torsion. In this variant, an
attacker is also provided the M-SIDH public key of the isogeny doing the pushforward.
Adapting Basso’s proof in Windmill-ZKP, one obtains a 4-sound zero-knowledge proof
whose security relies on DSSP with torsion.

4 Cube-ZKP construction

For the remainder of the paper, we now consider the problem of proving knowledge of an
isogeny diamond when the prover knows both its directions. In particular, we consider the
following relation

¢4 Eg — E4 is a cyclic A-isogeny,
Ro=1< ((Eo,FEa,Ep,Eap, A, B),(¢a,d5)) | ¢B:FEo— Ep is a cyclic B-isogeny,
[Pa]«dB : Ea — Eap.

We first present Cube-ZKP, which generalizes the techniques of [DFDGZ22] from a
single isogeny to a commuting square of isogenies, using torsion-basis commitments to
force consistency between the different responses.

The parameters of this protocol consists of three smooth pairwise coprime integers
A, B,C and a prime p such that ABC' | p 4+ 1. The prover claims to know cyclic isogenies

¢$a:Eg — Ea, ¢p:Ey — Ep
ker(¢pa) = (Ka), ker(¢p) = (Kp)

of degrees A and B, respectively, such that their pushforwards complete to a commuting
isogeny diamond, corresponding to the front face in Figure 4(a).

4.1 Protocol overview

Informally, the main idea of the Cube-ZKP protocol consists of pushing an SIDH-style
isogeny square through a random isogeny path of degree C. This produces a cube of
isogenies whose front face is the secret witness.

The prover samples a random cyclic C-isogeny ¢¢ : Fg — E¢, where C' is coprime to
both A and B, and pushes the two witnesses through ¢¢. This produces the back face of
the cube, namely the curves F¢, Fac, Epc, and Eapc, together with four C-isogenies
connecting the public front face to the back face. The protocol verifies three types of
consistency.

First, the prover commits to the four C-isogenies through the kernels of their duals. It
uses a common pair of coefficients k:zv = (ec, fc) to describe these kernels with respect
to compatible C-torsion bases. The corresponding challenges verify that these four dual
C-isogenies connect the vertices of the back face to the correct vertices of the front diamond.

Second, the prover commits to the B-isogenies on the back face. The same coefficients
k,‘_é = (ep, fB) are used for the two parallel B-isogenies. The corresponding challenges
verify both the kernels of these isogenies and the transport of the torsion bases needed by
the adjacent faces.

Third, the prover commits to the A-isogeny ¥ca = [pc]«da. The isogeny oa can
be proven to be parallel to ¢4 by the fact that the C-isogenies ¢ and ¥ 4¢ are parallel.
Likewise, once the B-isogenies are proven to be parallel, g4 = [¢p]«d4 can, in theory,
be constructed by someone receiving every responses to a fixed commitment.
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(a) A cube of isogenies. (b) The diagram encompassing Cube-ZKP.

Figure 4: The Cube-ZKP construction.

In order to avoid the same soundness issues from the original SIDH zero-knowledge
proof discovered in [DFDGZ22], the commitments do not merely specify the individual
edges of the cube. They also bind parallel edges to compatible torsion bases and kernels.
This prevents different challenge responses from describing unrelated isogeny squares.

The diagram for this construction is given in Figure 4(b) and the pseudocode for this
construction can be found in Figure 5.

4.2 Security Analysis of Cube-ZKP
The correctness of Cube-ZKP follows trivially from our construction.

Proposition 3. Given a computationally binding commitment scheme H, Cube-ZKP is
7-sound.

Proof. Fix a commitment for which valid responses are available to all seven challenges.
Using the same reasoning as in the proof of soundness for Wlndmlll ZKP, the responses
for challenges 0, 1 and 4 can be used to construct the isogenies d)c, Poa, and @/} Ac in a
way that forces w Ac to be the pushforward of (bc by ¥ca. Therefore, the isogeny diamond
generated by these three e isogenies determines a cyclic A-isogeny o4 : Ey — E 4. Similarly,
the square formed by qbc, Yon, and ch determines a cychc B- 1bogeny 0B : Eo — Ep.

Analogously, the squares involving ch, YBCoA, wABC and wAc, YacB, wABC deter-
mine cyclic isogenies

/ ’
O’A:EB—>EAB, O’B:EA—>EAB.

It remains to show that these are the pushforwards of the extracted witness isogenies.
Since ker(vpca) = Yop (ker(¥ca)), we obtain

ker(o'y) = dnc (ker(¥pca))
= Ve (op(ker(Vea)) = o5 (Golker(ica)) ) = op(ker(oa)).

Hence, o'y = [0g], 0a. Similarly, ker oy = oa(kerop) and oy = [0a], 0B
Since both the extracted pushforwards have codomain F4p, we conclude that the
codomain of [og], 04 is Eap. Thus (04,0p) is a valid witness. O

Proposition 4. Given a statistically hiding commitment scheme H, Cube-ZKP is compu-
tationally zero-knowledge assuming DSSP is secure for d = C' and N = max{A, B}.
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COMMITMENT

VERIFICATION

Ky, <+ KERNELPOINT(¢4)

(Uo, Vo) < RaNnDOMBASIS(Eo, B)
Kp <+ KERNELPOINT(¢B)

ki < DDLOG (Uo, Vo, K5)

K4>c 3 Eo[[C”

(¢c, Ec) < ISOGENY(Ky4,)
Kyea < dc (Koy)

toa, Eac) < ISOGENY(Ky , )

Uc,Ve) < éc(Uo, Vo)
Uac,Vac) < vca(Uc, Vo)
Pc,Qc) + RanpoMmBasis(Ec, O)

(
(
(
(
(
(

K¢+ KERNELPOINT(d)C)
ko <+ DDLOG(Pc, Qc, K¢)
(Pac,Qac) + vca(Pc,Qc)
(Pc,QBe) < Yos(Po, Qc)
(PaBc,Qapc) + Yacs(Pac,Qac)
T0123,T045, 7146, 725,

736, T45, T46, T56, T4 <3 {0, 1}A
Coi2s = H(ro123, kZ)
Coss = H(ross, Ec, Pc,Qc),
Cia6 = H(r146, Eac, Pac,Qac)
Css = H(rss, Epc, Pec,@Bc)
Cse¢ = H(rse, EFapc, Papc,QaBc)
Cus = H(rss,Uc, Vo)
Cus = H(ra6,Uac,Vac)
Cse¢ = H(rs6, k;)
Cy = H(ra, KTPCA)
return Cpi23, Coss, Cr46, Cos,

C6, Cys, Cae, Cs6, Ca
CHALLENGE
chal < {0,1,2,3,4,5,6}
return chal
RESPONSE

return OPENCoOM(chal)

Q/JCB, EBC) < ISOGENY(kB (,bc(Uo, Vo))
Yacs, Eapc) < ISOGENY (Yca (¢c(Kop)))

if “VERIFYCOMMIT(com, chal, rsp) : return false
if chal =0:
if Ec ¢ £V (Pc,Qc) # Ec|[C] : return false
(dc. Hy)  Isoceny(ke - (Pe,Qc)
if E)# FoV deg(q/ﬁg) # C : return false
if chal =1:

if Eac ¢ £V (Pac,Qac) # Eac[C]:
return false

(Yea, Ey) < I180GENY (k¢ - (Pac, Qac))
if By #FEaV deg(@) # C : return false
if chal = 2:
if Egc ¢ £V (Psc,QBc) # Esc|C):
return false
(Yon, Ef) + IsoGeny (ke - (Ppe, Qpe))
if Ex #Ep V deg(zp/c;) # C : return false
if chal =3:
if Eapc ¢ £V (Papc,Qapc) # Eapc[C]:
return false
(Pacs: Eap)  IS0GENY (ke - (Pasc, Qasc))
if E\g # Eap V deg(m) # C : return false
if chal =4 :
if Ec ¢ £V (Pc,Qc) # Ec|[C] : return false
(Ycoa, Exc) < ISOGENY(Ky ,)
if deg(vca) # AV Ey¢ # Eac : return false
if (PAc, QAc) #* I/JCA(Pc, Qc) : return false
if (Uac,Vac) # Yca(Uc, Ve) : return false
if chal=5:
if Ec ¢ £V (Pc,Qc) # Ec|[C] : return false
if (Uc,Ve) # Ec[B] : return false
(e, Epe) + ISOGENY (kg - (U, Vo))
if deg(vcp) # BV Epc # Epc : return false
if (Pec,QBc) # Yes(Po,Qc) : return false
if chal =6:
if Eac ¢ £V (Pac,Qac) # Eac[C]
V{(Uac,Vac) # Eac|B] : return false
(Yacs, Expc) + 1S0GENY (kg - (Uac, Vac))
if deg(vacs) # BV Eapc # Easc
V (PaBc;Qapc) # Yacs(Pac,Qac) :
return false

return true

Figure 5: The Cube-ZKP protocol. Notation used is defined in Subsection 2.7.
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Proof. We construct a simulator that, for any prescribed challenge, produces an accepting
transcript that is computationally indistinguishable from an honest transcript. Since H is
statistically hiding, the simulator may sample independently all committed values that are
not checked in the given challenge.

The challenges 0, 1, 2, and 3 reveal one of the four dual cyclic C-isogenies. For challenge
0, the simulator honestly samples a cyclic C-isogeny &E : Ec — Ej together with a basis
of E¢[C] and coefficients describing its kernel. The simulations for challenges 1, 2, and 3
are analogous. In each case, the simulator samples a cyclic C-isogeny with the prescribed
codomain and generates the corresponding torsion basis and kernel coordinates.

Since the isogeny degrees are coprime, the pushforward of a uniformly sampled cyclic
C-isogeny through an A or B-isogeny is again distributed as a uniformly sampled cyclic
C-isogeny. Therefore, the opened data has the same distribution as in an honest execution,
except for the unopened commitments, which are statistically hiding.

The challenges 4, 5, and 6 reveal one of the A or B-isogenies forming the back face of the
cube. Consider, for example, challenge 4. In an honest execution, the revealed A-isogeny
Yoa : BFo — Ec is obtained by pushing forward the secret isogeny ¢4 through the
random cyclic C-isogeny ¢c. On the other hand, the simulator samples an independent
cyclic A-isogeny of the prescribed degree and generates the torsion bases and their images
honestly.

Distinguishing this simulated distribution from the honest one would imply distinguish-
ing an A-isogeny obtained as the pushforward through a random cyclic C-isogeny from an
independently sampled cyclic A-isogeny. This would give a distinguisher for DSSP with
d = C, and N = A. Challenges 5 and 6 reduce analogously to DSSP with d = C and
N = B. Therefore, all three cases are covered by DSSP with N = max{A, B}.

Since A, B, and C' are pairwise coprime, the isogenies act as isomorphisms on the
torsion subgroups used in the protocol, and the sampled torsion bases have the same
distribution as in an honest execution. O

4.3 Kani Variant of the Cube

We now describe a variant of Cube-ZKP, which we call Kube-ZKP. This variant is designed
for the setting in which the two isogeny degrees A and B are non-smooth, while their
sum is smooth. The construction keeps the four challenges corresponding to the dual
C-isogenies, but replaces the multiple challenges on the back diamond by a single challenge
that reveals the entire back diamond. The protocol therefore has five possible challenges.
The first four corresponding to the dual C-isogenies are unchanged, except that Kani-
Diamond-ZKP requires C =~ AB to be secure. For the back face, instead of committing
separately to the kernels and torsion actions, the prover commits to the kernel ker(®’) =
(Ko, KY) C (Ec x Eapc)][A + B] of the corresponding Kani isogeny.

Constructing the cube in this Kube-ZKP variant is slightly different. Since A, B are
non-smooth and each A and B-isogenies cannot be evaluated efficiently as in Cube-ZKP.
On top of sampling the kernel for a C-isogeny ¢¢ : Fy — E¢ one needs to compute the
pushforward kernel along the diamond and obtain the kernel C-isogeny ¢papc : Eap —
E apc. Using these two C-isogenies, one can push the kernel generators for the Kani isogeny
®: Ey x Eap — Ea x Ep along these C-isogenies ¢, papc to get kernel generators for
an isogeny ®' : Ec X Eapc — Eac X Epc and complete the back diamond.

To compute the kernel generator of ¢ 4pc we use the Kani isogeny ® : Fg X Eap —
FE 4 x Ep which in matrix form this isogeny can be written as

® = < ¢4 @)
—¢B YaB
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With respect to the product principal polarizations, the dual isogeny D is represented by
the corresponding adjoint matrix of ® [MMP123, §2.3]. Write ker(¢c) = (K¢) and we
need to compute Kapc = ¥p(da(K¢)). First, compute

O((Kc,0)) = (¢pa(Kc), —9B(Kc)),

write Kac = ¢a(K¢) and compute

~

®((Kac,0)) = ([AlKc,¢¥p(Kac))

to get the desired generator Kapc = Y5 (Kac).

To facilitate these isogeny computations, one needs to change the underlying prime
in the public statement to a prime p such that (A + B)C | p+ 1 where (A + B) and C
are both smooth. In practice, A + B will typically be a power of 2, while C' will be a
power of 3. This facilitates computing the 1-dimensional C-isogenies and the 2-dimensional
(A + B)-isogenies. Additionally the prover now claims to know two cyclic isogenies ¢4, ¢
of degree A and B (respectively) as well as their pushforwards, such that they can evaluate
these isogenies using the two dimensional representation associated to the diamond via
Kani’s Lemma.

The pseudocode for this construction can be found in Figure 6.

Proposition 5. Given a computationally binding commitment scheme H, Kube-ZKP is
5-sound.

Proof. The response to Challenge 4 reveals the Kani isogeny ®' together with the tor-
sion data needed to recover the four maps forming the back square. Because of the
fact that C > A + B and that the verifier checks that ec(Pac, Qac) = ec(Po,Qc)?
and ec(Ppc,Qpc) = ec(Po,Qc)?, we are guaranteed that the degrees of these four
isogenies are as expected. Therefore, valid responses to all five challenges provide the same
information as valid responses to all seven challenges of Cube-ZKP. O

Proposition 6. Given a statistically hiding commitment scheme H, Kube-ZKP is compu-
tationally zero-knowledge assuming DSSP is secure for d = C and N = AB.

Proof. The responses revealing C-isogenies are identical to those of Cube-ZKP and, there-
fore, are perfectly simulatable.

The response revealing the isogeny square generated by ©¥ca and ¥ep is equivalent,
in terms of information, to revealing ¥ acp¥ca, a cyclic AB-isogeny. Therefore, we can
simulate it by sampling a random isogeny of the same degree using the Kani representation
described in the construction of Kube-ZKP above, and complete the associated square.
To do so, we start with a supersingular elliptic curve Fy with known endomorphism ring.
Since the endomorphism ring is known, we sample a cyclic AB-isogeny p : Fy — FEj
for which we can compute the associated Kani representation*. We can then sample a
chain of k random cyclic C-isogenies £1,. .., & efficiently compute a representation of
[€ro---0&]«p: Ea — E5. Since the isogeny graph with Borel level-structure is Ramanujan
[CL26, Cor. 1.8], [£x 0 - -0&;].p is indistinguishable from a uniformly random cyclic isogeny
of the same degree, so long as C* is large enough. The problem of distinguishing this
simulator from an honest output is equivalent to DSSP with d = C' and N = AB. O

Remark 4. We briefly note some trade-offs between Cube-ZKP and Kube-ZKP and refer to
Section 6 for a more explicit and detailed comparison. The soundness of these protocols
are 7-sound and 5-sound respectively, however one needs C' = max(A, B) in Cube-ZKP and
C =~ AB in Kube-ZKP. In addition, the prime characteristics are different in these
constructions but they are roughly the same size (p = ABC — 1 ~ max(4, B,C)? in

4We discuss how to generate such an isogeny in Section 6
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COMMITMENT VERIFICATION

(Ko, k1) < KERNELPOINTS(®) if “VERIFYCOMMIT(com, chal, rsp) : return false
Kc +s Eo[[C]] if chal =0:

(Kac, - )+ ®((Kc,0)) if Ec ¢ £V (Pc,Qc) # Ec|[C] : return false

(-, Kapc) + ®((Kac,0)) (6c, Eb) + Isoceny(ke - (Pe, Qc))

(¢pc, Ec) « ISOGENY(Kc) if By # EoV deg(gg) # C : return false

(aBc, Eapc) < ISOGENY(KABC) if chal = 1 -

(ko, K1) + (pc X Yapc) (Ko, K1) if Eac ¢ £V (Pac,Qac) # Eac|C] : return false

(®',Eac x Epc) +
2DISOGENY (kg K1)
(Pc,Qc) < RaNDOMBASIS(E¢, C)

(Yea, Ey) < I180GENY (k¢ - (Pac, Qac))
if By #EaV deg(zp/c\,q) # C : return false
if chal = 2:
if Egc ¢ £V (Ppc,QBc) # Epc[C] : return false
(YoB, E) + 1s0GENY (ke - (Ppe, Qpe))
if Ep #Eg VvV deg(@) # C : return false
if chal = 3:
if Eapc ¢ £V (Papc,Qasc) # Eapc|C]:

return false

K¢ + KERNELPOINT($¢:)
ke + DDLOG(Po, Qe, K&)
((Pac, Ppc), (Qac,Qrc)) +
®'((Pc,0),(Qc,0))
(PBc,®QBc) « (—Psc,—QBCc)
((+,PaBo),(-,Qapc))
' ((Pac,0), (Qac,0))

—_— / -
ace, E < IsoGENY(kc - (PaBc,QaBc
70123, 704, T'14, 724, 734, T4 <8 {07 1}>\ (w ’ AB) ( ( 7Q ))

if El\g # Eap V deg(;ﬂc\g) # C : return false
if chal=4:

. !
if =k, k1 € Ec X Eapc : return false

Co123 H(k_(:',row?,)

Cos + H(Ec, Pc,Qc,104)

Cra  H(Eac, Pac,Qac,r14)

Ca4 < H(Epc, Pec,QBc,124)
Cs4 <+ H(EaBc, Pac,QaBc,34)
Cy < H(ko, K1,74)

return Coi23, Cos, C14, C24,Cs4,Cy
CHALLENGE

chal < {0,1,2,3,4}

return chal

RESPONSE

if “ISMAXISOTROPIC(k(, k1) : return false

if ISDIAGONAL(kg, 1) : return false

(@', A) + 2DISOGENY(k(, K1)

if A# Eac X Epc : return false

if deg(®’) # N : return false

if (Pc,Qc) # Ec[C] : return false

if ((Pac, —Ppc), (Qac, —Qsc)) # ®'((Pc,0),(Qc,0)) :
return false

if (-, Pasc), (-, Qagc)) # ¥((Pac,0),(Qac,0)) :
return false

if ec(Pac,Qac) # ec(Pc, QC)A : return false

if ec(Pgc,QBc) # ec(Pc, QC)B : return false

return true

return OPENCOM(chal)

Figure 6: The Kube-ZKP protocol. Notation used is defined in Subsection 2.7.



18 Zero-Knowledge Proofs of Isogeny Diamonds

Eog x Eup Ejqx Ep
po 0

— /
(0 m) v

FOXFAB ./4

@/

Figure 7: Diagram underlying Kani-Diamond-ZKP.

Cube-ZKP and p = (A + B)C — 1 ~ max(4, B)? in Kube-ZKP). From a performance
perspective, this suggests a slight favoring to Cube-ZKP at the expense of a larger proof size
(since more repetitions are needed). All of this suggests that replicating the Kube-ZKP idea
in the original setting of Cube-ZKP would not be advantageous in any way due to the
much larger C. This implies a larger prime p = ABC — 1 ~ max(A, B)* which in addition
to the larger C-isogenies would override the soundness gain.

5 Kani-Diamond-ZKP construction

In this section, we present a novel zero-knowledge proof for orthogonal isogeny diamonds
using higher dimensional isogenies. As in the previous protocols, we fix a prime p, coprime
integers A and B, and an (A, B)-isogeny diamond containing the curves Ey, F4, Ep, and
FE 2. With additional work Kani-Diamond-ZKP can be adapted to handle minimal isogenies
and PPAVs of arbitrary dimension. However, these extensions are beyond the scope of this

paper.

5.1 Protocol overview

The main idea of the protocol is to use Kani’s lemma (Theorem 1) to reduce the problem of
proving an (A, B)-isogeny diamond to an equivalent two-dimensional statement. Namely,
we prove knowledge of a non-diagonal, maximally isotropic (N, N)-isogeny ® : Eg x Eap —
E4 x Eg where A+ B = N. In terms of one-dimensional isogenies, we prove the relation

¢a: Ey — E4 is an A-isogeny,
¢p : Fy — Ep is a B-isogeny,
[¢Bl«pa : Ep — Eap,

A+ B=N.

RKani = ((E07EA7EB7EABaN)a(¢A7¢B))

This relation is notably different from Cube-ZKP since it only proves knowledge of some
(a,b)-isogeny such that a + b = N. The statement only contains N, not A nor B.

A zero-knowledge proof of knowledge of an (N, N)-isogeny ® with the correct domain
and codomain is insufficient. In particular, one also must show that this isogeny is non-
diagonal and maximally isotropic. We achieve this through a two-dimensional adaptation
of the protocol of [BFGP23, Section 5], replacing the auxiliary isogeny with a diagonal
(M, M)-isogeny, see Figure 7. Since pushforwards preserve diagonality (Lemma 1), we can
prove that ® is non-diagonal by proving that its pushforward is non-diagonal.

The method used by the prover to generate ® depends on the available information
and on the factorization of p — 1. Since the verifier must compute ¥, &, and ¥’ from their
kernel generators, it is necessary that both N and M are smooth divisors of p — 1.
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Commitment: The prover randomly samples two cyclic M-isogenies pg : £y — Fp and
p1: Eap — Fap, which define the diagonal (M, M )-isogeny

\I/:EQXEAB%FOXFAB.

The prover then computes a random kernel ker(®) = (Ko, K1) and its image K{) = ¥(K))
and K| = U(K7), so that (K{, K1) is the kernel of an (N, N)-isogeny

®' : Fy x Fap — A.

A

Next, the prover samples a random basis ker(¥) = (Tp,T1) as well as a random basis
(Qo,Q1,Q2,Qs3) = (Fo x Fap)[M] and obtains the relations of the kernel in terms of the
random basis Ty = Z?:o a;Q;, and T1 = E?:o 5;Q;. The prover then computes

U, = q)l(Qz) € A, fori=0,1,2,3.

Finally, the prover uses a computationally binding and statistically hiding commitment
scheme H along with random nonces 791, 792, 712, 72 to partition the information in their
computed square into

Cor = H(ro1, i, B:), Co2 = H(ro2, Fo, Fag, Q:),
Cio = H(r12,A,U;), Cy = H(rg, Kj, K1),

Their commitment is then C' = (Cpy1, Coz, C12, C2).
Challenge: The verifier challenges the prover with chal = 0,1, 2.

Response and verification: If chal = 0, the prover reveals the data describing the
diagonal isogeny W: the two dimensional variety Fyy X Flap, the basis Q;, and the coefficients
o, Bi. The verifier recomputes and verifies the committed hashes, reconstructs ker(¥)
through the points Ty = >, 0;Q; and T = >, 8;Q;, and checks that this gives a diagonal
M-isogeny back to Ey X Eap. .

If chal = 1, the prover reveals the data describing the pushforward isogeny ¥’: the
domain A, the basis U;, and the coefficients «;, 5;. The verifier checks the commitments,
reconstructs the points Vj = Zl a;U; and Vi = ZZ BiU;, and verifies that the resulting
(M, M)-isogeny

U = Isogeny((Vh, V1))
has codomain F4 x Ep.

If chal = 2, the prover reveals the data describing the lower isogeny ® along with the
torsion points. In particular, they reveal Fy, Fap, A, the kernel generators K|}, K1, the
basis @Q;, and their images U;. The verifier first checks the relevant hashes and verifies
that the @;’s and U;’s form bases of the relevant M-torsion groups. Then, they compute
the (N, N)-isogeny with kernel (K, K1) and check that it has the correct codomain A.
The verifier also checks that the kernel is maximally isotropic. If A splits as a product of
elliptic curves, they also check non-diagonality using Lemma 2. Finally, they check that
d'(Q;) = U; for all i.

5.2 Security Analysis of Kani-Diamond-ZKP

The correctness of Kani-Diamond-ZKP also follows from our construction. The only subtlety
here is in challenge 2 and verifying the isogeny ®’ in the rare case that ® is reducible, but
we handle this case explicitly utilizing Lemma 2.

Proposition 7. Given a computationally binding commitment scheme H, the Kani-
Diamond-ZKP protocol is 3-sound.
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Proof. Assume that an adversary successfully responds to all challenges given a fixed
commitment. By the binding property of the hash function, such a prover must be able
to produce isogenies ¥, W', and &’ such that T = [CID’}*\/I;. Such an adversary can form
0 = [\f/}*@ , which we claim is a maximally isotropic N-isogeny that is reducible and
non-diagonal, proving our claim. We get the first property by checking the degree of ¥
and @ are correct. For reducibility, we use the fact that = [@'], ¥ to show we have
an (N, M)-diamond with the correct domains, formed by taking push forwards of ¥ and
®’. This implies that © is reducible, with codomain E4 x Eg. As for the non-diagonal
property, it follows immediately from the Lemma 2. O

We now come to the zero-knowledge property of the protocol, by constructing simulators
for ¥, &', and ¥, treating each separately. The diagonal isogeny ¥ is simulated exactly
as in an honest execution by sampling random M-isogenies from Ey and E4p. It remains
to simulate ® and W', beginning with @’'.

Simulator for ®’. For the second challenge, fix the unknown isogeny
T:=tapoda: Ey— Eap.
The simulator must generate random generators of
ker(®') = {(po([A]P), (pr o 7)(P)) : P € Eo[N]},

where pg : By — Fy and py : Eap — Fap are uniformly sampled M -isogenies.

Although the simulator can sample py and p;, it cannot generally compute the action
of the unknown AB-isogeny 7 on Eg[N]. We therefore assume that the image of a basis
under p; o 7 is indistinguishable from a random basis satisfying the required Weil-pairing
relation. We show that this yields an efficient simulator under DLIT (Definition 8).

Concretely, our simulator for ' executes as follows. First, they randomly sample
two cyclic M-isogenies pg : Ey — Fy and p; : Eap — Fap and randomly samples bases
<P0, Q0> = Eo[N] and <PAB, QAB> = FAB[N] such that

en(Po, Qo) = en(Pap,Qap) ™M

which is efficient since N is smooth. They then output

(Fo x Fag, (po(Po), Pag), (po(Qo), Qan))-

When compared to an honest response to chal = 2:

(Fo x Fag, (po([A]Po), (p1 o ¥aB © ¢a)(Po)), (po([A]Qo), (p1 0 Yap 0 4)(Q0)))-

we note that the pairing condition on Pap, Qap is exactly the Weil-pairing relation induced
by an honest response.

Remark 5. Indeed, if an M AB-isogeny p1ovagopa : Ey — Fap maps the relevant torsion
bases as in the protocol, then ey ([A] Py, [A]Qo) = en(Pan,Qap)MAB. Since B = —A
(mod N), this gives

2 - 2
en(Po, Qo) = en(Pap,Qap) M,
which is equivalent to the simulator’s constraint.
Note that this suffices to prove indistinguishability even when the adversary is given

YaAB O Pa.

Theorem 2. Fix T . =Yoo s : Ey — Eap. Any distinguisher between the honest and
simulated challenge-2 transcript distributions, given T, yields a distinguisher for the DLIT
instance (Eap, P,Q) of degree M.
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Proof. Assume D distinguishes the honest and simulated transcript distributions with
advantage €. Suppose we are given a DLIT challenge (E’, R, S).
The reduction samples pg : Fy — Fy and computes

Py=[(AB)'7(P), Qo= [(AB)'7(Q),

and gives D the transcript (Fy x E', (po([A]Py), R), (po([A]Qo), S)) and outputs the bit
returned by D.

If the DLIT challenge is from Dy, then R = pi(P) and S = p1(Q) for a random
M-isogeny p1 : Eap — E’, so the transcript is distributed as an honest response. If the
challenge is from Dy, then (R, S) is a random pairing-compatible basis on E'[N]. Moreover
the codomain of E’ is the codomain of some random cyclic M-isogeny, which agrees with
the distribution of F4p produced by the simulator. O

Remark 6. Standard LIT requires M ~ N222* but, in our setting, heuristically this may be
relaxed to M? ~ N?22*, since masking is provided jointly by the independent M -isogenies
po and py. Indeed, if (X,Y) = (po([A]Po), p1 0 bap o pa(Py)), then [B~1M~L]pgogao
Yapop1(Y) = X, and similarly for Q. The resulting isogeny has degree M2 AB. Since its
middle component (5?4 o @ is fixed, this is not a genuine DLIT instance, but it suggests
that the standard requirement may be stronger than necessary. Under this heuristic, one
may take M =~ N2, yielding smaller parameters and thus higher efficiency.

Simulator for ¥'. We next simulate ¥’, the dual of the response to chal = 1. Unlike
the previous case, we cannot reduce the simulator’s indistinguishability to a known hard
problem and therefore introduce an ad-hoc computational assumption.

The simulator must sample the pushforwards of uniformly random diagonal isogenies
from ®(Diag) where

Diag = {ker ¥ C (Ey x Eap)[M] | ¥ is diagonal}.

Little is known about the image of this set under an unknown maximally isotropic, non-
diagonal isogeny ®. Although ®(Diag) is a 2-dimensional subspace the three-dimensional
space of maximally isotropic subgroups of (E4 x Eg)[M], we know no efficient method to
distinguish between the two. Our simulator relies on this admittedly ad-hoc assumption.

Consider the prover’s algorithm to generate ¥’. First, they sample random points
P € Ey[M] and Q € Eap[M] of full order. Then, they sample «, 8 € Z/MZ such that
ged(B8 — o, M) =1 and a # 8. These two conditions guarantee that (P, Q), (aP, 5Q)) is
the basis of a uniformly random diagonal (M, M)-isogeny.

To obtain a basis ((R, S), (R’,S’)) of ker ¥/, the honest prover pushes (P, Q) and
(aP, Q) forward through ®. Writing ® as a linear map in terms of its one-dimensional
isogenies, we can explicitly compute the resulting relation between (R, S) and (R/, S").

(M) =0y ) ()= (aedsom e s (1)

where we are using ® = 04 wﬁB\ and & = < Pa ¢B )
¢ —YBa YaB —V¥Ba

We can do a variable change (a1, a2) < N~} (aA+ B,aB+3A) and 8 + N~ (a—p3)
to get

(R/>: o Boadn (R): R+ BoadpS :<a1R)+B 6405 @
S’ Bopda % S BoppaR + S 28 opPaR
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Without knowledge of a connecting isogeny ¢ AQ/SE, it is unclear how the simulator can
sample such R, S, R, S’ from the correct distribution. We therefore give the simulator
access to an auxiliary hint oracle. The idea of using hint oracles is not unusual; for example,
SQIlsign assumes a hint oracle to construct large-prime-degree isogenies without knowing
the curve’s endomorphism ring [ABDF*25]. On each query, the oracle samples fresh
R € E4[M], S € Eg[M], and «, 8 € Z/MZ with ged(a — 8, M) = 1, and returns (R, S)
and (R',S’), where

(R') _ Nt aA+ B (a— B)oadn (R)

! - - .

s (a = B)pppa aB+pA | \S

Thus, it returns the kernel of a uniformly random element of ®(Diag), allowing the simulator
to simulate ¥’ by outputting the isogeny with kernel {(R, S), (R’,S")).

It remains to argue that this oracle does not trivialize security. Let f := ¢ B(Z;‘ By —
E be the secret degree-AB bridge isogeny. The oracle never reveals clean samples of f(R)
or f(S); rather, they are hidden by fresh masks as R’ = oy R+8/(S) and S’ = Bf(R)+asS.
We formalize the assumed hardness of recovering f from such samples as a computational
problem, after recording several useful observations.

Let P, @ be a fixed public basis of E4[M], chosen independently of the secret data. For
each oracle sample, write R = 0o P + 01Q, where the adversary can recover dg,d; € Z/MZ,
for example using Weil pairings.

Assuming ged(M, AB) = 1, the restriction f : E4[M] — Eg[M] is an isomorphism,
so f(P), f(Q) form a basis of Eg[M]. Thus, for unknown ~o,v1 € Z/MZ, we may write
S =7f(P)+ynf(Q). Using fof= [AB], the oracle output satisfies

RI = (a150 + BAB’}/())P + (041(51 + ﬁAB’Yl)Q,
S" = f((Bdo + azy0) P + (801 + a27)Q) -

Hence, the adversary knows A, B, P, Q, dg, 01, but not the masking coefficients a1, as, 5,
the hidden coordinates vy, y1, or the isogeny f.

Since R’ € E4[M], the adversary can express it in the public basis and recover
cp = a16g + BAByy and cg = a161 + SAB~y:. These provide only two equations in the
three unknown quantities a1, 579, 871, and therefore do not reveal the masks. Moreover,
S’ is expressed in the hidden basis (f(P), f(Q)), so it does not yield a pair (X, f(X)) for
known X € E5[M].

Across queries, all masks and sampled coordinates are fresh, whereas P, Q, A, B, and
f remain fixed. Since we can simulate ¥’ given the hints from the auxiliary oracle, we
know that, modulo the oracle, no information is leaked. It remains only to assume that
polynomially many such transcripts do not reveal f. We formalize this as a computational
problem, subject to the relation ay — ag = (A — B)S from Equation 1.

3)

Definition 9 (Computational Kani-Bridge problem). Let E4, Ep, the integers A, B, M, N,
and a fixed public basis (P, Q) of E4o[M] be given. Let f: E4 — Ep be a fixed secret
bridge isogeny of degree AB, with gcd(M,AB) = 1. The goal is to compute f given
polynomially many samples of the following form:

o {((R},5;),(R},S7))}j, where for every transcript j, the same secret isogeny f is

used, but fresh scalars a1 j, a2 j, 85,705, V1.5, 00,5, 01,; € Z/MZ are sampled, subject
to the relation a1 ; — ag j = (A — B)S;. The input points are

Rj =00;P+61;Q, S =7,f(P)+m,;f(Q),
and the corresponding output points are

(RQ) _ ((al,j%,j +BjABY0,;) P + (on,5015 + 5;‘143717;‘)@)
S} F((Bjdo,; + a2,5%,3) P + (Bj61,; + a2,j71,5)Q)
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One instance of the computational Kani-Bridge problem appears harder than the
underlying FESTA recovery problem. In addition to the 8’-masking in (2), each transcript
contains the independent additive masks [a;]R and [as]S. Consequently, each transcript
is more under-determined than the corresponding FESTA instance. We further assume
that polynomially many such instances do not enable recovery of f.

Theorem 3. Given poly(logp) many honest transcripts of Kani-Diamond-ZKP, computing
f s equivalent to solving the computational Kani-Bridge problem.

6 Comparison and Implementation

Implementation. We provide implementations of Cube-ZKP, Kube-ZKP, Kani-Diamond-
ZKP, as well as a proof-of-concept version of Windmill-ZKP.? Isogeny diamonds may be
generated either from rational one-dimensional isogenies or from a rational kernel of a two-
dimensional product isogeny using algorithms from SQIsign2D? [XLZ026]. We note that
Qlapoti [BCRSET26] is not directly applicable to our parameter choices, since it requires
the two-dimensional (A + B, A + B)-isogeny to have A + B =~ p. The two-dimensional
diamond generation is natural for Kube-ZKP and Kani-Diamond-ZKP, while Cube-ZKP and
Windmill-ZKP are preferable when rational one-dimensional kernels are required.

In our SageMath [The26] implementation of Cube-ZKP, with NIST level 1 parameters,
the prover’s algorithm takes about 3.5 minutes and the verifiers algorithm about 1 minute
after 576 repetitions on an M4 Macbook Pro and produces an output of about 1 MB.
The biggest bottleneck for all of our constructions, in terms of time and proof size, is the
number of repetitions needed to make up for the soundness loss.

Parameter Cube Kube Kani Kani-
Heuristic
p= 2¢23¢35¢ — 1 20235 — 2623 — 2¢23¢ — 1
- €3 X 262 362 ~ e3 362 ~ 263
Prime size 6 6 8A 5\
Soundness error 6/7 4/5 2/3 2/3
Repetitions 4.50 3.11A 171\ 1.71)

Figure 8: Suggested parameters, prime size, per-round soundness error, and number of
repetitions required to achieve A\-bit security.

Noting that Kani-Heuristic is based on Remark 6, Figure 8 summarizes the resulting
trade-offs. Among the constructions for rational two-dimensional diamonds, Kube-ZKP
retains the same DSSP-based security guarantee as Cube-ZKP and achieves the smallest
estimated proof size. Kani-Heuristic instead uses the smallest underlying prime field and
is 3-sound, making it the fastest construction in our estimates for both the prover and
verifier. Its proofs are smaller than those of Cube-ZKP and the full Kani-Diamond-ZKP
construction, although larger than those of Kube-ZKP. These efficiency gains come at the
cost of the ad hoc assumption introduced in Remark 6. Calculations supporting the entries
in Figure 8 are provided in estimated_isogs.py in our GitHub repository. Our parameter
estimates use the well-known fact that the best known attack on DSSP (Definition 7) runs
in time approximately equal to the square root of the isogeny degree [DFJP14, DFFP24,
CDFG™26].

5 Available at https://github.com/Nicswansonwaterloo/DiamondZKPs.
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Computation Cube Kube Kani Kani-
Heuristic
Prover
2-isogenies 8.99)\2 — — —
3-isogenies 11.35)\2 15.68)\2 12.94)\2 6.47)\2
5-isogenies 3.87\2 — — —
(2,2)-isogenies — 6.21\2 3.42)2 3.42)2
Verifier
2-isogenies 1.28)\2 — — —
3-isogenies 1.62\2 6.27)\2 4.31)\2 2.16)2
5-isogenies 2.21\2 — — —
(2,2)-isogenies — 1.24)2 1.14)2 1.1422
(3, 3)-isogenies — — 2.16)2 1.08)\2
Proof size 66.48)\2 bytes 42.71)\2 bytes 75.65\2 bytes 53.14\2 bytes

Figure 9: Average proof size and number of isogeny computations required to prove a
relation in zero knowledge at a security level of A bits, after accounting for the number of
repetitions.

Comparison with existing literature. Concurrent work by Lai and Maino [LM26]
develops general-purpose R1CS encodings for computing and evaluating non-smooth
isogenies of degree q(2¢ — ¢q). These relations are related to, but distinct from, the one
considered here: our protocols prove knowledge of a commutative isogeny diamond involving
four elliptic curves. Their hash-based zk-SNARK construction achieves proofs of about
450 KB at NIST level I, substantially smaller than our estimates of approximately 1.12 MB
for Kani-Diamond-ZKP. The comparison therefore highlights a trade-off in approach: their
construction arithmetizes isogeny computations within a general-purpose proof system,
whereas our protocols are isogeny-native and have transcripts that directly reflect the
four-curve diamond structure, but rely on stronger, isogeny-specific assumptions and incur
greater communication costs.

The large soundness errors of our protocols are not unusually large compared to
existing proofs over curves with unknown endomorphism rings. For example, proofs of
knowledge of an isogeny based on DSSP achieve 3-soundness [DFDGZ22]. By contrast,
Kube-ZKP proves the stronger statement of four commuting isogenies under the same
assumption with 5-soundness. Its interesting to see if the soundness errors of Kube-ZKP
and Cube-ZKP can be enhanced while retaining security based on DSSP.
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